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Executive Summary

This document is part of Task T3.3 “Analysis of caches and dynamic memories” as presented in the
Description of Action (DoA) of the UniServer project under Work Package 3 (WP3 - “Analysis and
Enhancement of Hardware Substrate Outside Nominal Conditions”). This task uses as target platform the X-
Gene 2 board as was described in Task 3.1 “Definition and enhancement of the target platform” and
contributes to two objectives: (a) analyse the behaviour of the processor cores and on-chip caches of the
project platform under various voltage and frequency settings and stress conditions, and (b) analyse the
behaviour of dynamic memories under various refresh rates, supply voltage and stress conditions.

Figure 1 visualizes the goal of this deliverable, its main results, the inputs it uses and which work packages
will use its outputs. In general, this deliverable is focused on the presentation of developed tools and
methodologies to analyse the behaviour of the on-chip caches and dynamic memories of the target platform
(X-Gene 2) when they operate in off-nominal Voltage/Frequency/Refresh rate (VFR) conditions. Making a
detailed characterization using these tools and methods, we aim to understand the critical parameters that
affect the reliability of the system operating in off-nominal conditions. The outcomes of this characterization
are going to be used:

e To develop dedicated programs to stress the system in its operation limits. These programs can be
synthetic stress tests (“diagnostic virus”) for the cores, the on-chip caches and the DRAM as
presented in T3.2 and T3.3 of WP3 respectively and real life application kernels as presented in
D4.3 “StressLog Specification and Interface” which is part of T4.3 of WP4.

e To give valuable directions for the creation of the prediction model presented in T4.4.

e To develop memory failure models that can help in identifying the real issues and effect at the
system software level towards the creation of fault-tolerant Hypervisor as described in T5.2 and
T5.3 of WP5.

e To reveal the operational limits of the on-board memories which can be exploited for power and
performance gains at a later stage in the integrated prototype in WP7.

IN ouT
Gesults \

WP1 4. Codes for the on-chip caches and WP1
”7 the DRAM to reveal the conditions
~ that can lead to failures

G Critical parameters that affect the WP2
WP2 / \ reliability of the system under off-
— nominal VFR conditions

* Features of the UniServer Characterization tools for:
WP3 }

Board * On-chip caches (complete),
\ * DRAM (complete) )

T3.2,T3.3

T3.1(D3.1)

WP4 Identification of the 1mp0rtant para\lmeters WP4
that affect the generation of errors in the on- Legend
chip caches and the DRAM under off-
nominal V/F/R conditions. T4.3 (D4.3),
T4.4 = Text
Methods and tools for the characterization
WP5 of the on-chip caches and DRAM under off- Tool
nominal V/F/R conditions. WP5
T5.2,T5.3 " Code
WP6 Deliverable D3.3
D3.3 presents the preliminary results of the Demo
characterization of the on-chip caches and dynamic -
memories when operating beyond nominal conditions
WP7

\ sﬁ';"\ System
Figure 1: Inputs and Outputs of this Deliverable

The document is organized in the following sections:
e Introduction: It introduces the objectives of this deliverable.
e On-chip Caches Characterization: The section first briefly presents the related studies in the
literature concerning the on-chip caches of microprocessors that operate in off-nominal conditions.
Next, the details of the developed automated versatile characterization framework for the study of
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the behaviour of the system operating in voltage and frequency conditions different than the nominal
values are presented. Finally, we present all the results collected so far, the status of our work and
our future plans.

e Characterization of Dynamic Memories: It presents the related research on DRAM investigating
how applications with different data and accesses patterns affect the number of errors for DRAM
operated at the lowered input voltage and relaxed refresh rates. In particular, initially it presents the
experimental setup on the X-Gene2 board and the initial characterization results. Then an alternative
setup is being presented to overcome the refresh scaling limitations of the X-Gene2 board along with
a simulator that targets the characterization of access pattern distributions that seem to have an
important effect on the observer error rates.

© 2017. UniServer Consortium Partners. All rights reserved 7
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1. Introduction

UniServer targets to improve performance and energy efficiency in cloud based systems by utilizing the
pessimistic Voltage/Frequency/Refresh rate (VFR) margins conventionally adopted by the hardware vendors
and used as the only nominal values. However, system operation under off-nominal conditions increases the
population of manifested errors compared to the operation under nominal conditions. Changing the voltage,
frequency or the DRAM refresh rate may introduce errors on different parts of the chip within the core and
the memory hierarchy. In depth characterization and analysis of system’s behavior under nominal and scaled
VFR conditions is of major importance to finally provide a reliable, high performance and energy efficient
system.

The insights that will be revealed by this characterization step are valuable for many tasks and work
packages of the UniServer project. They can guide decisions concerning the development of dedicated
programs to stress the entire system in its operation limits under off-nominal VFR conditions. Specifically,
these programs can be synthetic stress tests (“diagnostic virus”) for the cores, the on-chip caches and the
DRAM as presented in T3.2 and T3.3 of the DoA and real life application kernels as presented in D4.3
“StressLog Specification and Interface”, which is part of T4.3 of WP4. Moreover, the output of executing all
these stress programs under off-nominal conditions will feed the Predictor that is responsible to identify the
best combination of VFR values in order to ensure the efficient operation of the system in terms of
performance, energy and reliability (as presented in T4.4). Finally, the output of these stress programs will
provide useful insights concerning the development of a fault-tolerant Hypervisor as described in T5.2 and
T5.3 of WPS5.

The goal of this deliverable is to present the preliminary results of the characterization of the on-chip cache
memories of different levels, as well as the off-chip dynamic memories when operating beyond the nominal
conditions in the X-Gene 2 platform. The features of the targeted platform were described in detail in
deliverable D3.1 “Definition of the UniServer Board”. Concerning the cores and the on-chip caches, a
versatile automated framework was developed for system-level voltage and frequency scaling
characterization of Applied Micro’s X-Gene 2 micro-server family (our tool can be easily extended to the X-
Gene 3 when the new system will be integrated in the UniServer workflow). The framework provides fine-
grained information about the system’s state by monitoring any abnormal behavior that may occur during
under-scaled supply voltage and frequency conditions. In our preliminary results using our framework, we
observe significant variations when we scale the voltage and frequency executing the same workload in
different cores or executing different workloads in the same core. We also discuss all the related work in the
literature concerning the characterization of the caches and the impact of voltage noise in systems that
operate under-off nominal voltage conditions. This part of the UniServer project technical work is the first that
focuses on the characterization of a commercial state-of-the-art ARMv8-based multicore CPU (X-Gene 2).

Concerning the characterization of the Dynamic Random-Access Memory (DRAM) we investigate how
different data and access patterns affect the error rate when the DRAM is operated under lower supply-
voltage and relaxed refresh rates. Our initial characterization results, presented in this report, reveal that the
number of DRAM errors may vary significantly depending especially on the access pattern of the executed
micro-benchmark.

© 2017. UniServer Consortium Partners. All rights reserved 8
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2. On-Chip Caches Characterization

2.1. Literature Review

During the last years, the goal for improving microprocessors’ energy efficiency, while reducing their power
supply voltage is a major concern of many scientific studies that investigate the chips’ operation limits in
nominal and off-nominal conditions. In this section, we briefly summarize the existing studies and findings
concerning low-voltage operation regarding cache memories.

Whilkerson et al. [1] go through the physical effects of low-voltage supply on SRAM cells and the types of
failures that may occur. After describing how each cell has a minimum operating voltage, they demonstrate
how typical error protection solutions start failing far earlier than a low-voltage target (set to 500mV) and
propose two architectural schemes for cache memories that allow operation below 500 mV. The word-
disable and bit-fix schemes sacrifice cache capacity to tolerate the high failure rates of low voltage operation.
While both schemes use the entire cache on high voltage, they sacrifice 50% and 25% accordingly in 500
mV. Compared to existing techniques, the two schemes allow a 40% voltage reduction with power savings of
85%.

Chishti et al. [2] propose an adaptive technique to increase reliability of cache memories, allowing high
tolerance on multi-bit failures that appear on low-voltage operation. The technique sacrifices memory
capacity to increase the error-correction capabilities, but unlike previously proposed techniques, it also offers
soft and non-persistent error tolerance. Additionally, it does not require self-testing to identify erratic cells in
order to isolate them. The MS-ECC design can achieve a 30% supply voltage reduction with 71% power
savings and allows configurable ECC capacity by the operating system based on the desired reliability level.

Bacha et al. [3] present a new mechanism for dynamic reduction of voltage margins without reducing the
operating frequency. The proposed mechanism does not require additional hardware as it uses existing error
correction mechanisms on the chip. By reading their error correction reports, it manages to reduce the
operating voltage while keeping the system in safe operation conditions. It covers both core-to-core and
dynamic variability cause by the running workload. The proposed solution was prototyped on an Intel Itanium
9560 processor and was tested using SPECjbb2005 and SPEC CPU2000-based workloads. The results
report promising power savings that range between 18% to 23%, with marginal performance overheads.

Bacha et al. [4] again rely on error correction mechanisms to reduce operating voltage. Based on the
observation that low-voltage errors are deterministic, the paper proposes a hardware mechanism that
continuously probes weak cache lines to fine-tune the system's supply voltage. Following an initial calibration
test that reveals the weak lines, the mechanism generates simple write-read requests to trigger error-
correction and is capable to adapt to voltage noise as well. The proposed mechanism was implemented as
proof-of-concept using dedicated firmware that resembles the hardware operation on an Iltanium-based
server. The solution reports an average of 18% supply voltage reduction and an average of 33% power
consumption savings, using a mix set of applications.

Bacha et al. [5] exploit the observation of deterministic error distribution to provide physically unclonable
functions (PUF) to support security applications. They use the error distribution of the lowest save voltage
supply as an unclonable fingerprint, without the typical requirement of additional dedicated hardware for this
purpose. The proposed PUF design offers a low-cost solution for existing processors. The design is reported
to be highly tolerant to environmental noise (up to 142%) while maintaining very small misidentification rates
(bellow 1ppm). The design was tested on a real system using Itanium processor as well as on simulations.
While this study serves a different domain, it highlights the deterministic error behavior on SRAM cells.

Duwe et al. [6] propose an error-pattern transformation scheme that re-arranges erratic bit cells that
correspond to uncorrectable error patterns (e.g. beyond the correctable capacity) to correctable error
patterns. The proposed method is low-latency and allows the supply voltage to be scaled further that it was
previously possible. The adaptive rearranging is guided using the fault patterns detected by self-test. The
proposed methodology can reduce the power consumption up to 25.7%, based on simulated modeling that
relies on literature SRAM failure probabilities.

© 2017. UniServer Consortium Partners. All rights reserved 9
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There are several papers that explore methods to eliminate the effects of voltage noise, which however lean
closer to the scope of T3.2 and thus, only a very brief reference is included.

Gupta et al. [7] and Reddi et al. [8] focus on the prediction of critical parts of benchmarks, in which large
voltage noise glitches are likely to occur, leading to malfunctions. In the same context, several studies either
in the hardware or in the software level were presented to mitigate the effects of voltage noise [11] [12] [13]
[14] [15] or to recover from them after their occurrence [16]. Ketkar et al. [17] and Kim et al. [18] [19] propose
methods to maximize voltage droops in single core and multicore chips in order to investigate their worst-
case behavior due to the generated voltage noise effects. To conclude with, the characterization studies of
commercial chips in off-nominal voltage conditions are limited to [3] [4] [5] [9] [10] [20]. Table 1 summarizes
some generic attributes of the referenced works on commercial chips.

Table 1: Summary of studies on commercial chips

x86 - |A64 Intel Itanium
[314105] extension 9560 32nm
Nvidia GTX 40 nm & 28
[9] CUDA | 480,580,680.780 nm
POWER
[10] ISA IBM Power 750 45 nm
(POWERY7)
POWER
[20] ISA IBM Power 780 32 nm
(POWERT+)
Applied Micro X-
UniServer ARMvS8 Gene 2 & X- 28 nr:nm& 16
Gene 3

2.2. Experimental Setup

In this section, we present a versatile framework to study the behaviour of multicore CPUs, when they
operate under scaled voltage and frequency conditions. This phase is very important to provide accurate
results and behaviours of the system, in order to proceed to an extensive on-chip cache analysis. We build a
voltage/frequency (V/F) scaling characterization framework on Applied Micro’s (APM) X-Gene 2 micro-server
family, fabricated in 28nm process technology that consists of eight ARMv8-compliant cores. The proposed
infrastructure is fully aligned with all the aforementioned requirements and aims to investigate the limits of a
state-of-the-art microprocessor architecture beyond the nominal conditions: it is fast, reliable and easily
extensible and replicable. The characterization framework records several different types of deviations from
the normal execution as proxies for the effect of voltage and frequency scaling.

As for the results that we have already collected, we also propose a new metric called Severity Function, to
both quantify the severity and illustrate the scaling of abnormal behaviours due to voltage reduction. The
metric’s contribution is twofold: (1) to aggregate the results produced by multiple runs, and (2) to quantify a
microprocessor’s ability to operate beyond nominal conditions. To the best of our knowledge, this is the first
study that presents in detail an automated infrastructure for the characterization of ARM-based systems
beyond nominal conditions.

2.2.1. Platform Basics

The X-Gene 2 architecture offers high-end processing performance and capabilities. For example, the X-
Gene 2 subsystem features the Power Management processor (PMpro) and Scalable Lightweight Intelligent

© 2017. UniServer Consortium Partners. All rights reserved 10
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Management processor (SLIMpro) to enable breakthrough flexibility in power management, resiliency, and
end-to-end security for a wide range of applications. The PMpro, a 32-bit dedicated processor provides
advanced power management capabilities such as multiple power planes and clock gating, thermal
protection circuits, Advanced Configuration Power Interface (ACPI) power management states and external
power throttling support. The SLIMpro, a 32-bit dedicated processor monitors system sensors, configure
system attributes (e.g. regulate supply voltage, change DRAM refresh rate etc.) and access all error
reporting infrastructure, using an integrated 12C controller as the instrumentation interface between the X-
Gene 2 Cores and this dedicated processor. SLIMpro can be accessed by the system’s running Linux
Kernel.
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Figure 2: X-Gene 2 micro-server power domains block diagram. The outlines
with dashed lines present the independent power domains of the chip.

X-Gene 2 has three independently regulated power domains (as shown in Figure 2 above):

1. PMD (Processor Module): Each PMD contains two ARMv8 cores. Each of the two cores has
separate instruction and data caches, while they share a unified L2 cache. The operating voltage of
all four PMDs together can change with a granularity of 5mV beginning from 980mV. While PMDs
operate at the same voltage, each PMD can operate at a different frequency. The frequency can
range from 300MHz up to 2.4GHz at 300MHz steps.

2. PCP (Processor Complex)/SoC: It contains the L3 cache, the DRAM controllers, the central switch
and the 1/O bridge. The PMDs do not belong to the PCP/SoC power domain. The voltage of the
PCP/SoC domain can be independently scaled downwards with a granularity of 5mV beginning from
950mV.

3. Standby Power Domain: This includes the SLIMpro and PMpro microcontrollers and interfaces for
I2C buses.

Table 2 summarizes the most important architectural and microarchitectural parameters of the APM X-Gene
2 micro-server that is used in our study. More details can be found in D3.1 - Definition of the UniServer
Board, and in official APM’s X-Gene 2 User's Manuals and Hardware Specification Sheets.
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Table 2: Basic Characteristics of X-Gene 2.

ARMv8 (AArch64, AArch32, Thumb)

64-bit 000 (4-issue)

8 Cores, 2.4GHz

32KB per core (Parity Protected)
no-write allocate, PIPT

32KB per core (Parity Protected)
write-though, no-write allocate, PIPT

256KB per PMD (SECDED
Protected)
write-back, write allocate (no-write
allocate for whole cache line), PIPT

8MB (SECDED Protected)

2.2.2. Framework Description

The primary goals of the proposed framework are: (1) to identify the target system’s limits when it operates at
scaled voltage and frequency conditions, and (2) to record/log the effects of a program’s execution under
these conditions. The framework provides the following features; it:

= compares the outcome of the program with the correct output of the program when the system
operates in nominal conditions to record Silent Data Corruptions (SDCs),

* monitors the exposed corrected and uncorrected errors from the hardware platform’s error reporting
mechanisms,

= recognizes when the system is unresponsive and restores it automatically,

= monitors system failures (crash reports, kernel hangs, etc.),

» determines the safe, unsafe and non-operating voltage regions for each application for all
frequencies, and

» performs massive repeated executions of the same configuration.

The automated framework (outlined in Figure 3) is easily configurable by the user, and can be embedded to
any Linux-based system, with similar voltage and frequency regulation capabilities. As shown in Figure 3, the
proposed framework consists of three phases (Initialization, Execution, Parsing).

To completely automate the characterization process, and due to the frequent and unavoidable system
crashes that occur when the system operates in reduced voltage levels, we set up a Raspberry Pi board [21]
connected externally to the X-Gene 2 board which behaves as a watchdog. The Raspberry is physically
connected to both the Serial Port and the Power and Reset buttons of the system board to enable physical
access to the system.

We discuss the several challenges that were taken into consideration for a solid development of such a
framework.

Safe Data Collection. Given that a system operating beyond nominal conditions often has unexpected
behaviours (e.g. file system driver failures), there is the need to correctly identify and store all the essential
information in log files (to be subsequently parsed and analysed). The automated framework was developed
in such a way to collect and store safely all the necessary information concerning the experiments.

Failure Recognition. Another challenge is to recognize and distinguish the system and program crashes or

hangs. This is a very important feature for the Parsing Phase to easily identify and classify the final results,
with the most possible distinct information concerning the characterization.
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Reliable Cores Setup. Another major challenge we also face is that the characterization of a system is
performed primarily by using properly chosen programs in order to provide diverse behaviours and expose
all the potential deviations from nominal conditions. It is thus important to run the selected benchmarks in
reliable cores setup. This means that the cores, where the benchmark runs, must be isolated and unaffected
from the other active processes of the kernel in order to capture only the effects of the desired benchmark.

Iterative Execution. The non-deterministic behaviour of the characterization results due to several
microarchitectural features makes necessary to repeat the experiments multiple times with the same
configuration to eliminate the probability of misleading results.

In the following subsections, we analyse each of these functionalities grouped in the 3 distinct phases of the

framework’s execution (Initialization, Execution, Parsing), and describe their detailed implementation and
how these challenges were overcome.

Benchmark Initialization Configuration
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Figure 3: Framework Layout.

2.2.2.1 Initialization Phase

During the initialization phase, a user can declare a benchmark list with any input dataset to run in any
desirable characterization setup. The characterization setup includes the voltage and frequency (V/F) values
under which the experiment will take place and the cores where the benchmark will be executed; this can be
an individual core, a pair of cores in the same PMD, or all of the available eight cores in the microprocessor.
The characterization setup depends on the power domains supported by the chip, but our framework is
easily extensible to support the power domain features of different CPU chips.

This phase is in charge of setting the voltage and frequency ranges, the initial voltage and frequency values,
with which the characterization begins, and to prepare the benchmarks: their required files, inputs, outputs,
as well as the directory tree where the necessary logs will be stored. This phase is performed at the
beginning of the characterization and each time the system is restored by the Raspberry (for example, after a
system crash) in order to proceed to the next run until the entire Execution Phase finishes. Each time the
system is restored, this phase restores the initial user’s desired setup and recognizes where and when the
characterization has been previously stopped. This step is essential for the characterization to proceed
sequentially according to user’s choice, and to complete the whole Execution Phase.

This phase is also responsible to overcome the challenge of reliable cores setup that is responsible to

ensure the correctness and integrity of our results. The benchmark must run in an “as bare as possible”
system without the interference of any other running process. Therefore, reliable cores setup is twofold: first,
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it recognizes these cores or group of cores that are not currently under characterization, and migrates all
currently running processes (except for the benchmark) to a completely different core. The migration of
system processes is required to isolate the execution of the desired benchmark from all other active
processes, as much as possible. Second, given that all the PMDs in the studied system are in the same
power domain, they always have the same voltage value (in case this does not hold in a different
microarchitecture the proposed framework can be adapted). This means that even though there are several
processes running on different cores (not in the core(s) under characterization), they have the same
probability to affect an unreliable operation while reducing the voltage.

On the other hand, each individual PMD can have different frequency, so we leverage the combination of V/F
states in order to set the core under characterization to the desired frequency, and all other cores to the
minimum available frequency in order to ensure that an unreliable operation is due to the benchmark’s
execution only. When for example the characterization takes place in the PMDO (meaning that the
benchmark runs in PMDO; cores 0 and 1), the PMDO is set to the pre-defined by the user frequency, and all
the other PMDs are set to the minimum available frequency (300MHz in our case). Thus, all the running
processes, except for the benchmark, are executed to the reliable cores setup.

In our setup, we also use a stripped/lightweight Linux Kernel to diminish the unnecessary kernel daemons
that the majority of well-known Linux Distributions provide. Thus, the system’s running processes and the
common power domain of all PMDs, neither affect the benchmarks execution nor can contribute to a
system’s failure or error event.

2.2.2.2 Execution Phase

After the characterization setup is defined, the automated Execution Phase begins. The Execution Phase
consists of multiple runs of the same benchmark, each one representing the execution of the benchmark with
a pre-defined characterization setup. The set of all the characterization runs running the same benchmark
with different characterization setups represents a campaign. After the initialization phase, the framework
enters the Execution Phase, in which all runs take place. The runs are executed according to user's
configuration, while the framework reduces the voltage with a step defined by the user in the initialization
phase. For each run, the framework collects and stores the necessary logs at a safe place externally to the
system under characterization, which will be then used by the parsing phase.

The logged information includes: the output of the benchmark at each execution, the corrected and
uncorrected errors (if any) collected by the Linux EDAC Driver [22], as well as the errors’ localization (L1 or
L2 cache, DRAM, etc.), and several failures, such as benchmark crash, kernel hangs, and system
unresponsiveness. The framework can distinguish these types of failures and keep logging about them to be
parsed later by the parsing phase. Benchmark crashes can be distinguished by monitoring the benchmark’s
exit status. On the other hand, to identify the kernel hangs and system unresponsiveness, during this phase
the framework notifies the Raspberry when the execution is about to start and also when the execution
finishes.

In the meantime, the Raspberry starts pinging the system to check its responsiveness. If the Raspberry does
not receive a completion notification (hang) in the given time (we defined as timeout condition a 2 times the
normal execution time of the benchmark) or the X-Gene 2 turns completely unresponsive (ping is not
responding), the Raspberry sends a signal to the Power Off button on the board, and the system resets.
After that, the Raspberry is also responsible to check when the system is up again, and sends a signal to
restart the experiments. These decisions contribute to the Failure Recognition challenge.

During the experiments, some Linux tasks or the kernel may hang. To identify these cases, we use an
inherent feature of the Linux kernel to periodically detect these tasks by enabling the flag “hung_task_panic”
[22]. Therefore, if the kernel itself recognizes a process hang, it will immediately reset the system, so there is
no need for the Raspberry to wait until the timeout. In this way, we also contribute to the Failure Recognition
challenge and accelerate the reset procedure and the entire characterization.

Note that, in order to isolate the framework’s execution from the core(s) under characterization, the
operations of the framework are also performed in Reliable Cores Setup. However, when there are
operations of the framework, such as the organization of log files during the benchmark’s execution that are
an integral part of the framework, and thus, they must run in the core(s) under characterization, these
operations are performed after the benchmark’s execution in the nominal conditions. This is the way to
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ensure that any logging information will be stored correctly and no information will be lost or changed due to
the unstable system conditions, and thus, to overcome the Safe Data Collection challenge.

2.2.2.3 Parsing Phase

In the last step of our framework, all the log files that are stored during the Execution Phase are parsed in
order to provide a fine-grained classification of the effects observed for each characterization run. Note that,
each run is correlated to a specific benchmark and characterization setup. The categories that are used for
our classification are summarized in Table 3, but the parser can be easily extended according to the user’s
needs. For instance, the parser can also report the exact location that the correctable errors occurred (e.g.
the cache level, the memory, etc.) using the logging information provided by the Execution Phase.

Table 3: Experimental Effect Classification.

(Ntr;l:nal The benchmark was successfully completed without any

. indications of failure.

Operation)

SDC The benchmark was successfully completed, but a mismatch
(Silent Data between the program output and the correct output1 was
Corruption) observed.

CE
(Corrected Errors were detected and corrected by the hardware.
Error)
UE
(Uncorrected Errors were detected, but not corrected by the hardware.
Error)
AC . The application process was not terminated normally (the exit
(Application \
value of the process was different than zero).
Crash)
SC The system was unresponsive; meaning that the X-Gene 2 is
(System di i the timeout limit hed
Crash) not responding to pings or the timeout limit was reached.

Note that each characterization run can manifest multiple effects. For instance, in a run both SDC and CE
can be observed; thus, both of them should be reported by the parser for this run. Furthermore, the parser
can report all the information collected during multiple campaigns of the same benchmark. The
characterization runs with the same configuration setup of different campaigns may also have different
effects with different severity. For instance, let us assume two runs with the same characterization setup of
two different campaigns. After the parsing, the first run finally revealed some CEs, and the second run was
classified as SDC. To quantify the criticality of the effects of different experimental runs of different
campaigns with the same setup, we define the “severity function” S,, where v is the voltage value, as
presented below:

SDC CE UE AC SC
Sy = Wspe '+ Wee "+ Woe 1+ Wae  + Wse v

In this function, the parameters SDC, CE, UE, AC and SC can take the values from 0 to N (N is the number
of runs at each voltage level), and represent the times that this effect appears to these runs. Parameters
Wspe, Wee, Wye, Wac and Wsc represent “weights” that can be set to characterize the severity of each effect
of Table 3. The higher the weight, the more critical the effect is considered by our function. For the purpose
of this work, we defined the values presented in Table 4 as values for our severity function (any values for
the weights can be used). These Weights represent in descending order the “intuitive” severity of each event.
For example, an SDC is of higher severity than a CE or a UE. Note that the maximum value that can be
achieved by this function concerning these weights is 19, which represents the case of a crash (that has
value a equal to 16), followed by some corrected (value = 1) and uncorrected errors (value = 2).

' A reference output, provided by a normal execution in nominal voltage conditions.
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Table 4: Weights Used in our Experiments.

Wsc 16
Wac 8
Wspc 4
Woe 2
Wece 1
Whno 0

At the end of the parsing step, all the collected results concerning the characterization (according to Table 3)
and the severity function of each run are reported in CSV files.

2.3. Results

We present indicative examples of the results that can be generated by the characterization framework. We
present our first findings in three different chips: TTT, TFF, and TSS. The TTT part is the “normal” part. The
TFF is the fast corner part, which has high leakage but at the same time can operate at higher frequency.
The TSS part is also corner part which has low leakage and works at lower frequency.

2.3.1. Results Provided by TTT Chip at 2.4GHz

The framework can reveal for each core of the CPU and the evaluated program three different regions of
operation when we reduce the voltage. These are the safe and unsafe operating regions and the region in
which the system is unresponsive. For our experiments, we used the benchmarks: Linpack, which is a
widely-used high-performance benchmark [23] and 12 benchmarks from the SPEC CPU2006 benchmark
suite [24] with the reference and test input dataset, as shown in Table 5 below. All of them ran on a single
core, while the remaining six cores are reliable (one of the cores is paired with the “unreliable” and is thus
also unreliable; see explanation in section 2.2.2). In order to present the non-deterministic behaviour of such
experiments, we ran each campaign three times. Note that, concerning the statistical safe analysis, it is
needed more than three iterative executions. Our results shown below, present an example of three iterative
executions in order to show the non-deterministic behaviour of these experiments and to present some
examples of the severity function.

Figure 4, Figure 5, and Figure 6 present the three campaigns for the Linpack, hmmer and gcc benchmark
(1%, 2™, 3"), respectively, in the case that are executed in each individual core running at 2.4GHz, while the
rest of the PMDs operate on the reliable cores setup. In both benchmarks, we can notice the three regions of
operation according to the collected results. The regions are:
= Safe region (green): The characterization runs that correspond to this zone had a NO (normal
operation) without SDCs, errors or crashes.
» Unsafe region (yellow): The characterization runs that correspond to this zone manifested an abnormal
behavior (SDC, CE, UE, AC) but not a system crash.
= Crash region (grey): This region is created by the first characterization runs that lead to a system
crash.
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Table 5: Benchmarks that were used in the characterization phase

Benchmark Dataset Chip

Linpack - TTT
hmmer ref TTT
gcc ref TTT
bwaves test TTT, TSS
cactusADM test TTT
dealll test TTT
gromacs test TTT
leslie3d test TTT
mcf test TTT, TSS
milc test TTT
namd test TTT
soplex test TTT
zeusmp test TTT, TSS

We observe significant variation among the three runs, and also significant core-to-core static variation when
they execute the same benchmark. From these results, we observe that cores 4 and 5 of the particular chip
we used are more robust than the others. Moreover, it is important to notice the width of the Safe region in
the three benchmarks that is up to 11.2% lower than the nominal voltage value (980mV). This reduction of
voltage from the nominal value corresponds to power gains up to more than 21%. Finally, the width of the
Unsafe region ranges from OmV up to 40mV. This illustrates that with the development of appropriate

mitigation techniques the power gain can reach the 28.3%.
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Figure 4: Linpack benchmark.
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Figure 5: hmmer benchmark.
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Figure 6: gcc benchmark.
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Figure 7: bwaves benchmark.
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Figure 9: dealll benchmark.
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Figure 10: gromacs benchmark.
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Figure 11: leslie3d benchmark.
$PE ©PZ ©PR P ©ER PPR ©EZ ©ER | PR ©ER FER g3 | ©EE
Core0 Core1 Core2 Core3 Core4 Core5 Core6 Core 7 PMDO PMD1 PMD2 PMD ALL
“ Safe " Unsafe ®Crash
Figure 12: mcf benchmark.
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Figure 13: milc benchmark.
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Figure 14: namd benchmark.
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Figure 15: soplex benchmark.
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Figure 16: zeusmp benchmark.

Moreover, for the same characterization runs we used the severity function presented in subsection 2.2.2.3
to present the scaling of the effects and their severity in the reduced voltage margins. Figure 17, Figure 19
and Figure 21 represent the case of running the benchmark in individual cores. Figure 18, Figure 20, and
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Figure 22 present the case that we run the benchmark in the four PMDs, and finally Figure 43 illustrates the
case that the benchmarks run simultaneously in all the cores. In this representation, colour brightness is
proportional to severity, with light colour translated into low severity and dark colour translated into high
severity. The worst-case severity in our function equals to 19, which corresponds to a combination of CEs,
UEs and SC (1 + 2 + 16). While reducing the voltage margins, we observe that the instability increases (the
colour becomes darker), until the darkest colour (crash point), which indicates that the system cannot
operate in such voltage margins.
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Figure 17: Linpack benchmark — Core severity scaling.
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Figure 18: Linpack benchmark — PMD severity scaling.
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Figure 19: hmmer benchmark — Core severity scaling.
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Figure 20: hmmer benchmark — PMD severity scaling.
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Figure 21: Gecc benchmark — Core severity scaling.
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Figure 22: Gecc benchmark — PMD severity scaling.
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Figure 23: bwaves benchmark — Core severity scaling.
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Figure 24: bwaves benchmark — PMD severity scaling.
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Figure 25: cactusADM benchmark — Core severity scaling.
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Figure 26: cactusADM benchmark — PMD severity scaling.
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Figure 27: dealll benchmark — Core severity scaling.
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Figure 28: dealll benchmark — PMD severity scaling.
gromacs Core severity
980
970
960
950
940
930

920

mV

910

900 53

53

8.0
890 133 133 133 16.0
880 16.0 16.0 16.0
870 4.0 5.3
16.0 133
860 I
850

Core0 Core 1 Core 2 Core 3 Core 4 Core5 Core 6 Core7

133
133
16.0

Figure 29: gromacs benchmark — Core severity scaling.
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Figure 30: gromacs benchmark — PMD severity scaling.
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Figure 31: leslie3d benchmark — Core severity scaling.
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Figure 32: leslie3d benchmark — PMD severity scaling.
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Figure 33: mcf benchmark — Core severity scaling.
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Figure 34: mcf benchmark — PMD severity scaling.
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Figure 35: milc benchmark — Core severity scaling.
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Figure 36: milc benchmark — PMD severity scaling.
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Figure 37: namd benchmark — Core severity scaling.
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Figure 38: namd benchmark — PMD severity scaling.
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Figure 39: soplex benchmark — Core severity scaling.

Figure 40: soplex benchmark — PMD severity scaling.
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Figure 43: CPU severity scaling.

The unsafe region can consist of a combination of SDCs, CEs, UEs, PCs and/or SCs. However, concerning
the caches we also collect all the exposed corrected and uncorrected errors, provided by the syslog of Linux
kernel. Figure 44 presents the distribution of errors concerning L1 and L2 caches for 2 benchmarks: the
linpack and zeusmp. As shown in this figure, the majority of errors is in L1 cache for both of the benchmarks.
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Figure 44: Distribution of Errors for Linpack and zeusmp benchmarks. This figure presents the population of
errors of each benchmark. The benchmarks have different execution time.

Figure 45 summarizes the entire image concerning the minimum and maximum observed Vmin for all the
benchmarks that were used in this study for different configurations (when the benchmarks run individually in
different cores, different PMDs or simultaneously in all cores). From this figure, we can observe the variation
of the minimum and maximum Vmin among different configurations. Again, it is remarkable that Core 4 and
Core 5 are the most robust among the cores (865mV-900mV), while the configuration of running the
benchmarks simultaneously in all the cores of the CPU seems to be the most sensitive (900mV-940mV). In
Figure 46, we translate the results of the minimum and maximum Vmin of Figure 45 into percentage of power

savings compared to the operation in nominal voltage. The
to 22.1% (Core 4 and Core 5).

gain in power savings can range from 8% (CPU)
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Figure 45: Range of minimum and maximum observed Vmin for all the benchmarks.
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Figure 46: Range of minimum and maximum power savings (%) for all the benchmarks

Results Provided by TSS Chip at 2.4GHz

This section provides information about the 2 benchmarks run on TSS chip. In the figures below (Figure 47,
Figure 48) we can observe that although the behaviour of these benchmarks is the same, the unsafe region
has shifted by approximately 15 mV higher than the corresponding results of TTT chip.
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Figure 47: zeusmp benchmark run in TSS chip.
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Figure 48: mcf benchmark run in TSS chip.

Below the severity scaling graphs are shown for the same benchmarks.
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Figure 49: zeusmp benchmark — Core severity scaling.
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Figure 50: zeusmp benchmark — PMD severity scaling.
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Figure 51: mcf benchmark — Core severity scaling

© 2017. UniServer Consortium Partners. All rights reserved 42



D3.3 1st Analysis of On-Chip Caches and Dynamic Memories wiserver

mcf PMD severity
980

970
960
950
940
930

920

mV

910
900

890

53
8.0
2.7 16.0
133
880 16.0
133
870 16.0
860
850

PMDO PMD1 PMD2 PMD3
Figure 52: mcf benchmark — PMD severity scaling.
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Figure 53: CPU severity scaling.

© 2017. UniServer Consortium Partners. All rights reserved 43



=D

D3.3 1st Analysis of On-Chip Caches and Dynamic Memories wiserver

2.4. L1 Data Cache Self-Test

We developed a memory self-test for L1 Data cache for X-Gene 2. The self-test has the property of creating
instruction and data traces that can completely fill the L1 Data cache and iteratively stress it. Then, the test
itself can recognize if there is a faulty bit-cell in L1 Data cache due to undervolting conditions.

To ensure that our program fills the whole cache array, we leveraged the native performance counters
provided by X-Gene 2. We instrumented our self-test to measure the L1 Data cache hits and misses to
understand if the test performs the appropriate reads and writes according to the cache configuration. This
can be done only by using the Performance Monitoring Unit's (PMU) registers, and not the perf tool. The
reason is that the perf tool adds some extra operations to monitor the behavior of the program, and thus,
given that we need as much targeted information as possible, we read directly the PMU registers. Also, to
avoid any unwanted accesses to the memory stack (because the C compiler adds this overhead), our self-
test is a mix of C and assembly instructions, in order to use general purpose registers instead of variables,
and thus, undesirable memory accesses that could harness the data traces of our test.

Although it is very difficult to develop a self-test in a real hardware that ensures 100% bit-cell coverage of L1
Data Cache, due to the limited observability, the complex design and several microarchitectural events that
can occur during the microprocessor’s and operating system’s operation, the information provided by the
performance counters indicates that our self-test has almost 100% coverage. More specifically, if we take
into account that the X-Gene’s 2 L1 Data cache is 32KB, with 512 blocks of 64 bytes each, our self-test
performs 513 misses (instead of 512, which would be the ideal) and approximately 4100 cache hits (the ideal
would be 4096 total hits). These minor differences are caused by noise from the full system and performance
microarchitectural components (e.g. branch predictor, coherence protocols, etc.). After exhaustive testing,
we have concluded that these differences do not affect the coverage of our self-test, especially when
referring to multiple iterations.

The self-test was developed accordingly to cover the write-through/no write-allocate policy of L1 Data cache
of the X-Gene 2. This practically means that when we initially perform single store operations (store misses),
the blocks are allocated in L2 cache instead of L1. To ensure that our data blocks are valid in L1 Data cache,
we perform a series of load operations to the same data values in order to allocate L1 blocks. A second pass
is also required to ensure that the fetched blocks will not replace our data, due to pseudo-LRU replacement
scheme. With these 2 initial passes, we guarantee that our data reside in L1 Data cache and we can start
performing iteratively reads to the contents of L1 Data cache, while reducing the voltage gradually by 5mV
per 30 seconds.

After ensuring the correctness and the coverage of the self-test, we perform an extensive undervolting
campaign by running this test. Our first observations are that we neither lead to any cache error (note that
the L1 Data has parity protection), nor any data corruption.

Self-test programs for the other cache blocks will be developed and applied to study the behavior of L1I, L2
and L3 caches when the corresponding voltage domain is undervolted.
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3. Characterization of Dynamic Memories

Apart from the cores and the on-chip caches, Dynamic Random-Access Memory (DRAM) is an important
subsystem of computing systems that has recently attracted a great amount of interest as a target for power
and performance optimizations. The density of DRAM devices which has been increasing steadily the past
few decades, coupled with our increased needs for main memory capacity makes DRAM a significant
contributor in the total power budget of contemporary computing systems [25]. Moreover, further scaling of
DRAM cells is accompanied by reduction of cell reliability and increased cell leakage leading to high refresh
rates, which in turn inflates power consumption [26] [27] [28] [29] [30] [31]. As a result, any power
optimizations regarding DRAM devices has a significant impact [32].

DRAM power could be reduced through lowering the supplied voltage, however this could compromise
consistency of data stored in DRAM. Alternatively, DRAM refresh rate could be relaxed to save power. This
rate determines how often each cell is refreshed, which is required to sustain data stored in DRAM due to its
dynamic nature. Refresh operation consumes power that is expected to be up to 50% of the total power
consumption of the whole DRAM power [33].

The bottom-line is that both reduction of the input voltage and relaxing of the refresh rate may help reduce
power but it could also negatively affect the DRAM reliability and compromise the consistency of data stored
in DRAM.

In the first year of the project we have started investigated how applications with different data and access
patterns affect the number of errors for DRAM operating at the lowered input voltage and relaxed refresh
rates. We discovered that the number of DRAM faults vary significantly and it is highly depended on the
distribution of the stored data as well as on the memory access patterns of the applications. Our initial
characterization revealed that the real benchmarks produce more errors than the data pattern micro-
benchmarks considered in the previous research studies to characterize DRAM errors.

One major finding of our research is that memory access patterns have a dominating impact, especially for
parallel applications, on the manifested errors in a DRAM operated at a scaled-down supply voltage or at a
relaxed refresh rate. To investigate in more depth, the DRAM properties we have setup an experimentation
setup by considering classical micro-benchmarks and test patterns used in DRAM testing but also
benchmarks with different access patterns.

3.1. Main Memory — Dynamic Random Access Memory (DRAM)

Before moving into the description of our setup and results, we briefly provide some basic information about
the DRAM organization and functionality. A modern main memory DRAM system is organized hierarchically
into channels, ranks, banks, rows and columns, as shown in Figure 54. Each channel has each own
independent lines for sending commands and address, and for transceiving data. It consists of one or more
Dual In-line Memory Modules (DIMMs). Each DIMM usually has two ranks that each one consists of DRAM
devices that are grouped together and all the devices of a rank are working in parallel to serve the request.

Within each chip, there is logic that controls the operation of the device and a number of banks, in typical
configuration there are 8 banks. A bank is a two-dimensional array of DRAM cells, the storing elements of
DRAM. Banks offer parallelism as each bank can work independent of the others except for the moment that
they output data out of the chip. Each bank also contains a row of sense amplifiers that are working as a
buffer for a row of cells. A DRAM cell consists of a capacitor and an access transistor.

Due to the dynamic nature, the charge of the capacitor of the DRAM cell leaks gradually and may lead to a
complete loss of the stored information. The time interval during which the information stored in a DRAM cell
can be retrieved correctly is called the retention time of the cell. To maintain the integrity of the data stored in
the cell, the charge on each capacitor must be periodically restored.

Modern memory chips employ the so-called auto-refresh operation, where the memory controller periodically
issues a refresh command, during which the DRAM device refreshes one or more rows per bank depending
on the DRAM size. During Auto-Refresh (AF), a DRAM bank cannot serve any request and all rows in a rank
remain closed. The charge of the cells is also refreshed implicitly when there is an access to the row, the
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refresh-by-access allows even further relaxing of the refresh rate. Later in this work, we will briefly
characterize and utilize this property.
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Figure 54: DRAM system organization.

3.2. Literature Review

Liu et al. [34] and Venkatesan et al. [35] have exploited the spatial characteristics of non-uniform retention of
DRAM cells to relax DRAM refresh rates. These methods aim at enabling error free DRAM storage by
grouping rows into different bins and applying a high refresh rate only for rows belonging to the lower
retention bin. However, such multirate-refresh techniques require intrusive hardware modifications, which
hinder their use on real systems. More importantly, the error-free storage that these approaches aim at is
impossible to achieve in practice, since the retention time of some cells can change over time [36].
Therefore, methods that relax the refresh rates of DRAM should be aware that errors are unavoidable and
must be mitigated.

Qureshi et al. [36] show that it may be possible to deal with errors in DRAM with error correcting schemes,
however such schemes may incur significant power consumption, which may negate most of the gains from
using relaxed refresh rates. A more viable alternative would be to allow errors to be masked by exploiting the
inherent error resilient properties of many real-world applications. Recent studies have revealed numerous
error-resilience properties in applications, such as probabilistic input data processing, iterative execution
patterns that resolve or mitigate errors, algorithmic smoothing of the impact of errors, or user tolerance to
small deviations in output quality as Chippa et al. are analyzing in [37]. These error resilience properties
provide opportunities to relax the DRAM refresh cycles without concern about the resulting failures on at
least some application data.

Venkatesan et al. [35], Liu et al. [38] and Isen et al. [39] are some out of the few that are attempting to exploit
application error-resilience to relax DRAM refresh rates. Invariably, these studies perform allocation of data
based on their criticality to two different memory domains; one being refreshed at the conventional worst-
case rate and the other at a relaxed one. Such methods, hereto referred to as criticality aware data allocation
(CADA) have exhibited that application resilience may help to relax refresh rates but are still limited in three
key aspects: i) they fail to identify and exploit the inherent ability of applications to refresh their own data by
accessing it in memory, a property that we call Refresh-by-Access, ii) they have not employed systematic
ways to modulate the classification of data into criticality domains, and iii) they were implemented and
evaluated with simulation, thus ignoring the implications of the full system stack, in particular the time-
dependencies that exist between data accesses and cell retention. All such limitations indicate missing
opportunities for aggressive refresh relaxation and intelligent handling of the potential errors.
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Furthermore, while the used DRAM simulators, such as DRAMsim2 [40], are widely acceptable, when
concerned about fault-injectors, such as GemFI [41], none of them is taking into account the temporal
characteristics of each DRAM access since they are focused only on the spatial variation of the retention
time of each cell. Relaxing the refresh rate based on the cell retention time may help to limit the refresh
overheads without increasing the failure probability however its evaluation is not complete without
considering the fact that during each access the cells is also refreshed. Ignoring this inherent property may
lead to incorrect conclusions concerning the incurred faults, which may constrain the amount of the refresh
relaxation that can be achieved.

DRAM technologies also achieved their limits in scaling down to smaller cell sizes [42] [43] [44] [45]. The
scaling results in a decrease of cell capacitance which, in turn, affects the main memory parameters, such as
retention time, write recovery time and the probability of sense amplifier operation failures or a charge loss
caused by the leakage current. As follows, scaling of DRAM technology also has negative consequences to
reliability.

Thus, characterization of DRAM errors could provide essential hints for software and hardware design which
enables mitigation of DRAM faults. This characterization is critical for both emerging and existing
technologies where DRAM could be operated under marginal conditions (the relaxed refresh rate or the
lowered input voltage)

3.3. Experimental setup

Our experimental setup is based on the two X-Gene2 validation boards that have been delivered to QUB by
APM. In D4.1 APM provided a brief description of the X-Gene2 firmware and specification of i2¢ interfaces to
control the main operational parameters of various components inside the development boards, such as
supplied chip and DRAM voltages. We note that over the past few months during the first year we worked
closely with APM for identifying required changes at the firmware and updating it for providing the needed
control over several additional parameters for the DRAM characterization.

APM released the Linux kernel (the default kernel version) which reports all DRAM and cache errors
registered by ECC in syslog. The kernel receives information about ECC errors from the firmware, and all
errors are registered asynchronously. The kernel reports information about source of an error, including
DRAM, cache, MCU, bank, rank and so on. It also provides information about the type of error: correctable
(single-bit error which could be corrected by ECC) and uncorrectable (double-bit errors which could be only
registered by ECC).

Figure 55 demonstrates our experimental framework used to characterize the DRAMs. This framework
contains a monitoring tool (which registers ECC errors reported by the kernel and saves all information about
errors to a database) and scripts which control the DRAM voltage and refresh rate and run a set of
benchmarks. Currently, in our framework, we use 2 micro-benchmarks containing data patterns used in the
previous research studies [46] to identify DRAM data consistency errors caused by an inflated DRAM refresh
rate: CBoard-pattern, CheckerBoard pattern, and random-pattern benchmarks. In the CheckerBoard pattern,
consecutive bits alternate between 0 and 1, which may negatively affect retention time behaviour since
bitline coupling noise increases with the voltage difference between the coupled bitlines, and storing
alternating values in consecutive bitlines maximizes the voltage difference between each bitline and its
immediate neighbors [46]. In the random pattern, memory is filled with randomly generated data which
makes it possible to explore the effect of various patterns on consistency of data stored in DRAM.

To compare the number of DRAM errors reported by ECC for the micro-benchmarks with the number of
errors registered for real benchmarks, we also run Needleman-Wunsch and Kmeans from the Rodinia
benchmarks suite [47]. We have limited the data size used by each benchmark 8.64 Gb. We run each
benchmark for at least 8 hours and with different number of threads to evaluate the effect of memory access
pattern on the total number of DRAM errors reported by ECC. If no error had been reported by ECC during
the execution of a benchmark, we were running this benchmark up to 72 hours to register more errors and
identify the average number of DRAM faults occurred during the execution. We modified each benchmark to
run the computing phase in an infinite loop, while initialization phase is executed only once. Given the fact
that the initialization phase in each benchmark is up to several seconds and the computation phase runs for
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hours, we expect that the overwhelming majority of reported DRAM errors are related with computing
phases. Such modification allows us to estimate the probability to get an error in DRAM operating at the
marginal voltage levels during the computational phases. In our experiments, we target particularly the
computational phase for each benchmark since it could contain various parallel access patterns apart of the
initialization phase which is almost always sequential. In the case of the micro-benchmarks we enclosed the
reading phase in an infinite loop where the stored DRAM data are validated.

During the first stage of our research, we stressed the DRAMs operated at the marginal voltage level and the
maximum refresh rate. Our experimental APM X-Gene2 boards allow users to control voltage level and the
DRAM refresh rate per MCU device through i2c interfaces. APM reports that the refresh period could be
changed in the range from 7.8 usec to 327.6 usec, however we found that in practice the maximum refresh
rate which could be set by the user is limited by 280.7 usec. Due to limitations of the on-board memory
controller, it is also not possible to turn-off the refresh completely and potentially investigate the operation at
even more extended margins.

Figure 55: Experimental framework.

3.4. Experiments

3.4.1. The DRAM marginal voltage

By running a set of two benchmarks (Kmeans and Needleman-Wunsch) and varying the DRAM power rail
voltage, we identified the voltage which doesn’t lead to a fatal crash (doesn’t hang the system) of a board.
Our experiments show that the marginal voltage depends on the board and the DIMMs. In particular, we
observed that in the first board the voltage could be scaled down to 1.412 V from the nominal 1.5V and for
the second board the voltage can be scaled to 1.423 V before observing a fatal crash. We note that if we set
any DRAM voltage below the marginal voltage for a board then the board crashes immediately in most
cases, rarely it crashes in a few seconds, even if there are no running benchmarks.

We also reported that during our experiments with DRAM operating higher than the marginal voltage the
boards have never crashed as expected.
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3.4.2. Experiments at a scaled voltage
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Figure 56: The average number of errors reported by ECC for DRAM operating at the marginal voltage level
(1.412 V).

In our first experiment, we collected the number of errors reported by ECC for DRAM operating at the
marginal voltage level (1.412 V).

Figure 56 demonstrates the average number of DRAM errors registered with ECC for 8 hours. We see that
the number of DRAM errors reported by ECC for 8 hours is less than or equal to 1 on average for all
benchmarks, if 1 thread is used. However, this number grows with the number of parallel threads for all
benchmarks, which is our first essential finding. More importantly, we see that the micro-benchmarks widely
used to characterize DRAM faults produce less number of errors than the real benchmarks from the Rodinia
suite when running in parallel. We attribute those results at the dominating effect of memory access patterns
on consistency of data in DRAM operating at the marginal voltage in comparison with the effect of data
patterns. Thus, the considered earlier micro-benchmarks characterizing DRAM errors should be revised
taking into account memory access patterns.

Note that in our experiments, we use ECC-SECDED based Hamming code which supports single-bit error
correction and double-bit error detection. When the kernel handles an ECC error, it reports the type of error:
single-bit error and double-bit error. We note that single-bit errors are corrected by hardware without any
consequences, while double-bit errors are only detected. Thus, only uncorrectable errors could have
negative consequences for running applications in terms of reliability, however in our experiments these
errors haven't led to a crash of the system or the running benchmarks.
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Figure 57: The ratio between correctable and uncorrectable errors for DRAM operating at a scaled voltage.
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Figure 57 demonstrates the ratio between correctable errors and uncorrectable errors in this experiment for
all benchmarks. In total, we were running the benchmarks for more than 238 hours. Through accumulation of
all errors registered in this experiment, we estimated the probability to observe an uncorrectable error for a
running application per hour, which is 0.02941. Nonetheless, note that the failure probability is application
specific and varies greatly since all uncorrectable errors were registered during the execution of an 8-thread
version of the Needleman-Wunsch benchmark. If the probability to observe an uncorrectable error is zero for
a specific application or if the application is resilient to double-bit errors then the DRAM could be operating at
the marginal voltage without compromising the output quality of the application, which in turn could help to
save 13 % of the DRAM power budget (per DIMM).

3.4.3. Experiments with the refresh rate
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Figure 58: Left: Instantaneous power consumption of Xgene2 board when idle for refresh periods from 7.8 usec
(nominal) up to 280.7usec (upper limit in our board). Right: Average power consumption over measuring period
for the same refresh period values.
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Figure 59: Same experiment as Figure 57 when running the STREAM benchmark.
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Figure 60: The average number of errors reported by ECC for DRAM operating with the relaxed refresh period
(280.7 usec).

To illustrate the potential power gain from relaxing the refresh rate, Figure 58 demonstrates how DRAM
power consumption changes with the refresh rate on APM Xgene2, when the board is idle. On the left figure,
we depict the instantaneous power consumption taken every 500 msec. The right figure shows the average
reduction of power for each setting of the refresh period. We see that we can save up to 13% of power
consumption when the machine is idle.

Figure 59 presents the same results when running the STREAM benchmark while measuring. We can see
similar trends as before, however a smaller margin for power gains, since in this case the refresh power is a
smaller fraction of the total power consumption.

We use a scheme of the experimental setup introduced in the previous section, including the same set of
benchmarks, for our experiments with the refresh rate. However, in this part of our research we varied only
the refresh rate while DRAM was operating at the nominal voltage. Figure 60 demonstrates the average
number of errors reported by ECC per 8 hours for DRAM operating with the maximum available refresh
period (280.7 usec). Similar to our experiments with the DRAM voltage, we see that the number of DRAM
errors grows up with the number of threads and we clearly observe that the real benchmarks produce more
DRAM errors than the micro-benchmarks. Thus, the results of our experiments with the refresh rate also
suggest that memory access patterns have dominating impact on consistency of data in DRAM operating
with the relaxed refresh period. As follows a future research on characterization of DRAM errors should
investigate memory access patterns and its effect on consistency of accessed data stored in DRAM which is
operating at the marginal voltage level or with the relaxed refresh period.

During our experiments, we registered only 2 uncorrectable errors among 143 correctable errors. Notably,
these two errors were also reported by ECC during the execution of the Needleman-Wunsch benchmark with
8 threads. Due to the fact that correctable errors handled by ECC are transparent to a running application,
only uncorrectable errors could lead to a failure of the application and thus have a great importance. The
results of this research imply that specific memory access and data patterns could trigger uncorrectable
errors, which will be investigated in more detail in the second year.

3.5. Limitations

As we mentioned according to the board manual the refresh period could be changed in the range from 7.8
usec to 327.6 usec, however we found that in practice the maximum refresh rate which could be set by the
user is limited by 280.7 usec. Due to limitations of the on-board memory controller it is not also possible to
turn-off the refresh completely and potentially investigates the operation at even more extended margins.
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Thus, our experiments on refresh characterization are constrained between a refresh rate of 64ms (the
nominal) and 280.7 usec (which in any case is still 30x less than the nominal one).

Note that in many cases during operation under relaxed refresh and lower supply voltages the system
crashes due to errors affecting the kernel data, thus having to restart the experiments.

Currently, one of the boards does not report ECC errors under relaxed refresh rates or scaled supply
voltage, even though both boards have the same kernel version and firmware installed, thus we used mainly
one of the boards for characterizing the number of correctable and un correctable errors in the DRAMs.

In our experiments, we cannot control the physical location of the data accessed by each benchmark. Thus,
the average number of DRAM errors could vary from run to run due to unique placement of data for each
benchmark run. However, due to a relatively big size of used memory (8.64 Gb) and duration of each run (at
least 8 hours), we suggest that the majority of the effects taking place in memory allocated for data are
stable and thus the average number of DRAM faults will stay almost the same between different runs.

Hamming code used by ECC could not identify and fix errors in DRAM if 3 or more bits are corrupted. Thus,
all results in this research should be interpreted taking into account this limitation.

3.6. Addressing the Limitations

To address the range of the refresh rate and the potential system crashes we have also developed another
setup on a dual-socket commodity server. Each socket hosts an Intel Xeon E5-2650 [48] (Sandy Bridge)
processor featuring an integrated memory controller (iMC) to control the DRAM device attached to the
socket. Using the iMC register interface, we can enable and disable the refresh operations for each iMC
separately, so we opt out for a software refresh mechanism that we devise and implement in order to allow
setting the refresh rate at any arbitrary length by enabling and disabling the refresh periodically for emulating
the hardware refresh.

Following the fact that each iMC controls a single memory domain attached to the CPU socket, memory
domains can be aligned to sockets as shown on Figure 61. As such, DRAMs attached to different CPU
sockets may have different refresh periods, implementing memory domains with a variable degree of
reliability. In our dual-socket system, the first memory domain is deemed reliable with the nominal refresh
applied, while the second one is the variably-reliable one with a configurable refresh.
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Figure 61: System setup for two reliability domains and the allocation of application and OS in the domains.

In many cases during operation under relaxed refresh and lower supply voltages, the system could crash
due to errors. To minimize those, we have instrumented the software platform architecture for enabling
variably-reliable memory operation. This includes modifications to the Linux operating system to ensure
crash-free system operation and provide a system API to control refresh and data allocation on variably-
reliable memory. The first memory domain is the reliable domain for allocating critical data, both of the OS
and applications, whereas the second one is the variably-reliable one, reserved for allocating non-critical
data of applications.

One can find in the literature a significant body of work that proposes methods for dividing the data of an
application in critical and non-critical and storing the latter in unreliable memory in order to save power. We
name these methods, Criticality-Aware Data Allocation (CADA) policies. On top of CADA, we propose to take
into account the effects of implicit refreshes of the memory by means of reading or writing to it through a
scheme that we call Data-Access Aware Refresh (DARE). The goal of our scheduling methodology is to
minimize the lifetime of data in variably-reliable memory before they are consumed. Tasks that read from
data from the variably-reliable memory domain will be executed first, in order to consume those data as soon
as possible. Tasks that write to variably-reliable memory will be executed last to reduce the time, between
when they were produced until the time they will be consumed (by another part of the algorithm).

Figure 62 shows the results of applying DARE scheduling during the execution of the Sobel filter. On the left-
hand side graph, we show the number of errors occurred during the execution of Sobel under default (CADA
only) and DARE enabled scheduling, depending on the amount of data, as a percentage of the total Sobel
data, stored in variably-reliable memory. On the right-hand graph, we show the effect of DARE scheduling in
terms of the quality of output expressed as PSNR of the produced image. DARE scheduling can reduce the
number of errors up to an order of magnitude which translates to 3dB better PSNR in the quality of the
picture. Apart from improved quality this can translate in increased power benefits. For example, if the user
requires a quality of 37dB we need to store up to 25% of the total Sobel data to variably-reliable memory
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under default scheduling. With DARE scheduling we can achieve this PSNR storing 2x more data to the

variably-reliable memory, increasing its utilizations and thus the potential power benefits.
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Figure 62: Benefits of DARE scheduling. Left: number of errors with amount of data stored in variably-reliable
memory. Right: Quality achieved with amount of data stored in variably-reliable memory.

3.7. Simulator for characterizing access patterns

As previously shown, one significant attribute of DRAM is the temporal characteristics of each DRAM access
and the refresh-by-access. Depending on the frequency of access for all the non-critical data and their
access patterns, we can further decrease the refresh rate of the DRAM.

Our experiments have indicated that various popular applications have such access pattern and thus refresh
their data frequently, a property that can be utilized for further reducing and even turning off the refresh
during execution, complementing the existing schemes.

In order to characterize the applications and identify their access pattern, we have developed a framework in
which we can characterize the frequency of accesses in the data-structures of interest, the access pattern
and the absolute timings between accesses. Furthermore, knowing the timings of each access, we can fault-
inject emulating the realistic errors that are injected into the applications while the system is running on
relaxed refresh rate.

In this framework, we are using a trace-based technique to speed up the timing extraction that is based on
running natively on top of dynamic binary instrumentation tools, specifically using Intel® Pin [49]. Our
framework works in distinct phases to extract different measurements resulting in having a timing memory
trace. For each instruction that has access in the memory, we instrument a jump to a tool function as shown
in Figure 63. We are keeping track of the timings of the instrumentation functions and those of the accesses,
in a sequence of runs, starting with running the benchmark natively, continuing with very light instrumentation
and finally running with all instrumentation enabled. In each step, we are measuring the execution time, the
overheads that are introduced by our framework and the metrics in interest for that step.
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Figure 63: Data flow for the instrumentation called for each instruction that accesses the memory.

Figure 64 shows the measured metrics from an artificial benchmark that we have developed for validation of
the framework. Specifically, on the left figure we can see a graph across the execution time of the
benchmark, the number of last level cache misses and the average access interval on the dashed line. On
the right figure, we see the distribution of accesses based on the duration of the last accessed time for each
line.
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Figure 64: The metrics measured by the simulator. Left: the number of LLC misses and the average access
interval during the execution of a benchmark. Right: shows the distribution of the accesses based on the
duration that the data remained untouched.

Furthermore, this solution allows us to fault-inject applications based on the timing trace by having functional
simulation of the application, also running on top of Intel® Pin. We are using the information extracted from
the real system such as, the timing trace of each access (taking into account that each access refreshes the
memory data line), the cumulative distribution function of the bit-errors for different refresh rates and the
probability for errors while having increased traffic to the memory, to accurately generate a trace that
consists of the errors that should be injected on the functional simulator. In this way, we can evaluate the
behaviour of the application with errors (crashing, running correctly or with wrong output) and quantify the
degraded quality of the output.
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4. Conclusions and Future Research

We developed a versatile framework for system-level voltage and frequency scaling characterization built on
top of the ARMv8-compliant APM’s X-Gene 2 micro-server family. The framework is fully automated and
reports information supported by the hardware itself, such as cache ECC errors, as well as SDCs, system or
process crashes, and hangs. We present the challenges for the development of such a framework, and
describe how we overcame these challenges, by using and combining several hardware, software and
system engineering techniques. We also proposed a new metric for both aggregating the results produced
by multiple runs due to non-deterministic executions, and quantifying the microprocessor’s ability to operate
beyond nominal conditions. Finally, we presented some experimental results, which demonstrate potential
uses of the characterization framework to identify the limits of operation and support system-level design
decisions for improved energy efficiency.

The next steps on T3.3 regarding cache memories include:

Expansion of the existing result set with more benchmarks and runs.
Experiments on L3/SOC voltage domain.

Experiments using TFF and TSS chips.

Investigation on the attributes that affect system margins.
Development of viruses for the remaining memory hierarchy.

Moreover, in this research, we investigated how applications with different data and accesses patterns affect
the number of errors for DRAM operating at the marginal input voltage and relaxed refresh rates. We
discovered that the number of DRAM faults could vary significantly and it is related with a running
application. Our research revealed that the real benchmarks from the Rodinia suite produce more errors
than the data pattern micro-benchmarks considered in the previous research studies to characterize DRAM
errors. However, our major finding in this research is that memory access patterns have a dominating impact
on consistency of accessed data for DRAM operating at the lowered input voltage or with the relaxed refresh
rate.

In future research, we will further investigate the effect of memory access patterns on consistency of
accessed data in DRAM in more detail. We will try to identify specific memory access scenarios which trigger
DRAM faults. We will revise the micro-benchmarks characterizing DRAM errors taking into account the
memory access patterns. We will try to extend the simulator to work with a range of different metrics that
could be useful for understanding the behaviour of the applications and for online estimation of increased
probability for errors, without having to tolerate the heavy overhead of instrumentation currently
implemented.
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